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Kevin Savage, Peter Coogan, and Hon Lau, The Evolution of Ransomware, August 6, 2015,
https: //its.fsu.edussites/g/files/imported/storage/images/information-security-and-privacy-office/the-evolution-of-
.ransomware.pdf

Sara Morrison, The Chaotic and Cinematic MGM Casino Hack, Explained, Vox, September 15, 2023,2¢
https: //www.vox.comv/technology/2023/9/15/23875113/mgm-hack-casino-vishing-cybersecurity-ransomware;  Jack
Beerman et al., A Review of Colonial Pipeline Ransomware Attack, in 2023 I[EEE/ACM 23rd International Symposium
on Cluster, Cloud  and  Intemnet Computing Workshops (CCGridW), 2023, 8-15,
https: /7doi.orgs10.1109/CCGridW59191.2023.00017; Andy Greenberg, The Untold Story of NotPetya, the Most
Devastating Cyberattack in History, Wired, August 22, 2018, https: /www.wired.com/story/notpetya-cyberattack-
ukraine-russia-code-crashed-the-world/; Ax Sharma, BlackCat (ALPHV) Claims Swissport Ransomware Attack,
Leaks Data, BleepingComputer (blog), February 15, 2022,
https: 77www.bleepingcomputer.com/news/security/blackcat-alphv-claims-swissport-ransomware-attack-leaks-datas
Jamie MacColl et al., The Scourge of Ransomware: Victim Insights on Harms to Individuals, Organisations and 2
.Society, RUSI, January 2024, https: //static.rusi.org/ransomware-harms-op-january-2024.pdf
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People’s Mujahedeen Organization of Iran is an Iranian opposition organization based in Albania, posing as a future 2
.government-in-exile

Videomessage of Prime Minister Edi Rama, Albanian Government Council of Ministers, September 7, 2022, ¢
https: //www.kryeministria.al/en/newsroom/videomesazh-i-kryeministrit-edi-ramay; Luke Jenkins et al,
ROADSWEEP  Ransomware  Targets the Albanian Government,  Mandiant, August 4, 2022,
https: //www.mandiant.com/resources/blog/likely-iranian-threat-actor-conducts-politically-motivated-disruptive-

.activity-against

Cyber & Infrastructure Security Agency, lranian State Actors Conduct Cyber Operations Against the Government *
of Albania, September 23, 2022, https: /www.cisa.gov/news-events/cybersecurity-advisories/aa22-264a; Cyber
National Mission Force Public Affairs, ‘Committed Partners in Cyberspace’: Following Cyberattack, US Conducts
First  Defensive  Hunt Operation in  Albania, U.S. Cyber Command, March 23, 2023,
https: //www.cybercom.mil/Media/News/Article/3337717/committed-partners-in-cyberspace-following-cyberattack-
us-conducts-first-defens/; Jenkins et al., ROADSWEEP Ransomware Targets the Albanian Government; Microsoft
Threat Intelligence, Microsoft Investigates Iranian Attacks against the Albanian Government, Microsoft Security Blog,
September 8, 2022, https: »www.microsoft.com/en-us/security/blog/2022/09/08/microsoft-investigates-iranian-
.attacks-against-the-albanian-government/
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Florion Goga et al., Albania Cuts Iran Ties over Cyberattack, U.S. Vows Further Action, Reuters, September 7, 2022, 32
https: //www.reuters.com/world/albania-cuts-iran-ties-orders-diplomats-go-after-cyber-attack-pm-says-2022-09-07/;
.Videomessage of Prime Minister Edi Rama

Council of the EU, Cyber-Attacks: Declaration by the High Representative on Behalf of the European Union *
Expressing Solidarity with Albania and Concern Following the July Malicious Cyber Activities (Council of the EU,
September 8, 2022), https: //www.consilium.europa.eusen/press/press-releases/2022/09/08/cyber-attacks-declaration-
by-the-high-representative-on-behalf-of-the-european-union-expressing-solidarity-with-albania-and-concern-
following-the-july-malicious-cyber-activities/; Foreign, Commonwealth & Development Office and The Rt Hon
James Cleverly MP, UK Condemns Iran for Reckless Cyber Attack against Albania (GOV.UK, September 7, 2022),
https: #www.gov.uk/government/news/uk-condemns-iran-for-reckless-cyber-attack-against-albania; NATO,
Statement by the North Atlantic Council Concerning the Malicious Cyber Activities against Albania (NATO,
September 8, 2022), https: //www.nato.int/cps/en/natohgr/official texts 207156.htm; The White House, Statement by
NSC Spokesperson Adrienne Watson on Iran’s Cyberattack against Albania, September 7, 2022,
https: //www.whitehouse.gov/briefing-room/statements-releases/2022,/09/07/statement-by-nsc-spokesperson-
.adrienne-watson-on-irans-cyberattack-against-albanias

U.S. Department of the Treasury Office of Foreign Assets Control, 7reasury Sanctions Iranian Ministry of*
Intelligence and Minister for Malign Cyber Activities (U.S. Department of the Treasury, September 9, 2022),
https: //home.treasury.gov/news/press-releases/jy0941; A.J. Vicens, U.S. Sanctions Iranian Ministry of Intelligence in
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Response to Albanian Cyberattack, CyberScoop (blog), September 9, 2022, https: //cyberscoop.com/microsoft-albania-
.iran-cyberattacks

Jenkins et al., Roadsweep Ransomware Targets the Albanian Governmen#*

Microsoft Threat Intelligence, Microsoft Investigates Iranian Attacks against the Albanian Government?¢
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The Grugq, Albanian Cyber War, Substack newsletter, The Info Op (blog), September 7, 2022,38
https: 7/grugq.substack.com/psalbanian-cyber-war; Mahmoud Hakam, Major Cyber Attack on Tehran’s Islamic
Culture & Relations Organization, lran News Update (blog), July 4, 2022, https: //irannewsupdate.com/news/iranian-
opposition/major-cyber-attack-on-tehrans-islamic-culture-relations-organization/; AP News, Iran Exiles Claim
Disrupting Tehran’s Surveillance Cameras, AP News, June 2, 2022, https: //apnews.comvarticle/politics-iran-middle-
east-dubai-united-arab-emirates-fob79784cba77adcf8c88dafdellees4; A. J. Vicens, Deep Dive into Hack against
Iranian State TV Yields Wiper Malware, Other Custom Tools, CyberScoop (blog), February 18, 2022,
.https: //cyberscoop.comviran-state-tv-hack-predatory-sparrow-indras

Maggie Miller, Albania Weighed Invoking NATO’s Article 5 over Iranian Cyberattack, Politico (blog), October 5, 3
2022, https: /www.politico.com/news/2022/10/05/why-albania-chose-not-to-pull-the-nato-trigger-after-cyberattack-
.00060347

Jenkins et al., Roadsweep Ransomware Targets the : \NVKY N9PNN N ©N»W Mandiant DW »WNY MT >0 %D DN 4°
TP DY NXIN MOV MODDIANM INY NPMYNRYNIN DINOT NIYL ,TPNVYRIN NIPNNN INKD W1Nd . Albanian Government
Cyber & Infrastructure Security Agency, CISA AA22-264A; Microsoft .o 0mM>9TN M1N Dy M wa VYO CISA
.Threat Intelligence, Microsoft Investigates Iranian Attacks against the Albanian Government
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Tzvi Joffre, Government to Reconsider Using Shirbit Insurance After Large Cyberattack, Jerusalem Post, December !
7, 2020, https: /www.]post.comvisrael-news/government-to-reconsider-using-shirbit-insurance-after-large-
.cyberattack-651382

Brangetto and Veenendaal, Influence Cyber Operations: The Use of Cyberattacks in Support of Influence #2
Operations; Koval, Revolution Hacking; Lin and Kerr, On Cyber-Enabled Information Warfare and Information
Operations.
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Amitai Ziv, Cyber Attack on Shirbit—Who Is Behind It and Why? [in Hebrew] TheMarker, December 4, 2020, 43
https: /www.themarker.com/technation/2020-12-04/ty-article/.premium/0000017f-db42-df9c-a17f-

(Tel Aviv, Israel: ClearSky Cyber Security, 1.12 ©279¥ N712n2 1290 YPX NPPOLT5a9c54000021ts=1713292167615;
December 1, 2020), https: /7img.haarets.co.il/bs/0000017f-db52-d856-a37f-
ffd215bd0000/cd/b5/edfbba34893bebc024fc4a688593/20201204-101626.pdf
DV DMINK 1PN KNI NHWNHN DY DIINN DIPIN DIVDIDVPRN NIV ,NHNIND THIY 1210 Nopnn 8N Oplsrael*
David Shamah, As Cyber-War Begins, Israeli Hackers Hit Back, The Times of Israel (blog), .m7nx) DDoS mapnna
April 7, 2013, http: //www.timesofisrael.com/as-cyber-war-begins-israeli-hackers-hit-back/
Amitai Ben Shushan Ehrlich, From Wiper to Ransomware: The Evolution of Agrius, Sentine/One LABS, May 25, %5
.2021, https: /7assets.sentinelone.com/sentinellabs22/evol-agrius; An In-Depth Look at APT33, CyberWarCon, 2019
.Dolev and Siman-Tov, lranian Cyber Influence Operations against Israel Disguised as Ransomware Attacks*
INCD Spokesperson, Data Breach Event at Shirbit, Israe/ National Cyber Directorate, December 1, 2020,%
.https: #/www.gov.ilzen/pages/news_shirbit
Amitai Ben Shushan Ehrlich, New Version of Apostle Ransomware Reemerges in Targeted Attack on Higher #
Education, SentinelOne (blog), September 30, 2021, https://www.sentinelone.comvlabs/new-version-of-apostle-
ransomware-reemerges-in-targeted-attack-on-higher-education/; Mass Data Leak after Bar Ilan University Refuses to
Pay Hacker $2.5m, 7imes of Israel (blog), September 9, 2021, https: /www.timesofisrael.comvliveblog entry/mass-
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